Heartland

Client Guide to Employee
Self-Service Access

Employee Self-Service allows your employees to set up online access to view their information and
print their own pay stubs and W-2s/1099s.
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Set up your Employees with Self-Service Access
You can add an employee to Self-Service access, either at the time of hire or during their tenure
with you. Your Payroll Support Team can add Self-Service to your account at no extra cost.

New Employee: Set Up Self-Service Access
Employees — Employee Quick Hire or Employee Wizard

1. Enter your employee’s work or personal email address in the Work Email Address field. This will
be the address they use to log into Self-Service.
2. Toggle Enable Self-Service Access to Yes.

Work Email Address * employee.email@test.com

23/100
Suppress Pay Stub No
Email Alert -

Enable Self-Service Yes . S —

Access

The Suppress Pay Stub Email Alert toggle determines if the employee receives an email letting
them know when their stub is available to view.

Yes = no email alert
No = receive email alert

Once you have completed all new hire information and selected Save, a system-generated email
will automatically be sent to your employee to prompt them to activate their access.

Direct them to the Employee Guide to Self-Service which illustrates how to activate their access.

Heartland Payroll Account Created Inbox x

noreply@heartlandpayroll.com
tome =

*** Please do not reply to this message. Replies to this message are routad to an unmonitored mailbox ***
Welcome to Heartland Payrall. An account has been created for you by an administrator.

Username: user@email.com
Password: Temporary Password

<

Click here to begin the login process |«

The Heartland Payroll Team
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Accounts with both Payroll and Time & Attendance Services
Your employee’s access is streamlined!

When you add a new employee in Payroll, ensure that Self-Service access is toggled to Yes. This
will send an email to the employee, prompting them to register for their self-service account. Once
this is done, their Time & Attendance access will be granted automatically. No additional action is
required.

Client users will also see the following message on the employee's Account Information page in
Time & Attendance to inform them that registration is determined by ESS status in Payroll.

€ Back to Employees

7789 QA Test
AQA / Full Time
Start Date: 01/01/2018

Profile Time & Attendance

37 Personal Info O Account Information
Contact Info O]

e R . - -
Employment Info © Account registration is now determined by ESS status within Payroll. Please make any changes within Payroll
Compensation info @ Registration Email testeaccount@gmail.com

ESS Enabled in Payroll Yes
Account Information Date Last Changed  12/15/2023
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Existing Employee: Set Up Self-Service Access
Employees — General — Hire Information tab

1. Select the existing employee from the list. In the right column, you will find the Work Email
Address field and the Enable Self-Service Access toggle.
2. Enter your employee’s work or personal email address in the Work Email Address field. The
toggle will change to Yes and select Save.
¢ The email input in the Work Email Address field is the one associated with the account.
This can be the employee’s work or personal email, depending on company preference.

Work Email Address * sme==® | employee.email@test.com

23/100

Suppress Pay Stub Email Alert \_ -

Enable Self-Service Access S el ResetMFA Factor

Once you have selected Save, a system-generated email will automatically be sent to your
employee to prompt them to activate their access. Direct them to the Employee Guide to
Self-Service that will walk them through how to activate their access.

Heartland Payroll Account Created nbox x

noreply@heartlandpayroll.com
tome -

XX

** Please do not reply to this message. Replies to this message are routed to an unmonitored mailbox
Welcome to Heartland Payroll. An account has been created for you by an administrator.

Username: useri@email.com
Password: Temporary Password

Click here to begin the login process |«

The Heartland Payroll Team
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Troubleshooting Self-Service Access

Employees may come to you regarding their Self-Service access if they have been locked out of
their account or cannot remember their password. Here is how you can resolve those situations.

Employee Cannot Access the Self-Service Portal
Instruct the Employee to go to https://m.heartlandcheckview.com, select Forgot your password?

and follow the prompts.

Account Login

Email Address

Email Address

Password | Forgot your password? I_ @ show

Password

Employee Needs to Change the MFA Factor Type
Employees — General — Hire Information tab

If an employee would like to change their MFA Factor (Multi-Factor Authentication) to/from the

Authentication App or Text Code, you will only need to Reset the MFA Factor for the employee.

e Access the employee, in the right column there will be a Reset MFA Factor button.

e Select the button and Save.

e This will now allow the employee to access the Self-Service portal. Once they have input the
username and password, they will be prompted to select a new authentication method.

Work Email Address * employee.email@test.com

23/100

Suppress Pay Stub Email Alert  \__ -

Enable Self-Service Access Reset MFA Factor

This employee section information is also available in the Employee Guide to Self-Service that you
can provide to your employee(s). If you would like a copy of this guide, your Payroll Support Team
can provide this to you upon request.
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Employee Setup: Email Registration and Login

Information to know about Self-Service

e |f you receive a message that your account is locked, please contact your employer.

e |f you forget your password, you can reset it on the login screen. If you are unable to reset your
password, please contact your employer for assistance.

e Need assistance with Self-Service? Contact your employer’s payroll department. For security
purposes, the Payroll Specialists at Heartland cannot speak with employees directly.

Employee Setup: Activating the Self-Service Access

e When set up for Self-Service access, you will receive an email that looks like the one below.

e |f you have not received your welcome email within an hour or so, check your junk/spam email
folder. If the email is not received, let your employer know.

e Upon receipt of the email, select Click here to begin the login process, taking note of the
temporary password.

e Thelink is only valid to activate your access. Visit https://m.heartlandcheckview.com to access

your Self-Service portal after activation; we recommend bookmarking this link.

Heartland Payroll Account Created Inbox x

noreply@heartlandpayroll.com
to me -

-

*** Please do not reply to this message. Replies to this message are routed to an unmonitored mailbox
Welcome to Heartland Payroll. An account has been created for you by an administrator.

Username: user@email.com

Password: Temporary Password

<

Click here to begin the login process |-«

The Heartland Payroll Team

Your activation link will bring you to the Self-Service landing page to begin registration, as shown
below.

Account Login

Email Address

—>| User@email.com I

Password Forgot your password? & Hide

—»I Temporary Password l
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Input the email used during registration, copy and paste the temporary password, select Log In.

Create New Password

You must enter a new password

New Password @ Show

—— New Password

Confirm New Password @ Show

) Confirm New Password

“

You will first be prompted to Create a New Password.
e The password must be 8 characters long.

e AND contain a letter, number, and at least one special character such as |@#$%"&()

Return to your inbox and locate a new email that will contain a verification code.

Verify your email address

Thanks for verifying your | user@email.com | account!

Your code is: 052415

Sincerely,
Heartland Payment Systems, a Global Payments company

Input the verification code from the email, and Verify. The registration process has been completed.

Heartland Verify MFA (Email)

N Enter the sec

Didn't get nd

. | EEMEL

This applicati

We need to verify your identity.

Why is this necessary now?

VERIFY
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Employee Setup: Multi-Factor Authentication

even if someons guesses your password

Add extra security with Multi-Factor Authentication

Vith multi-factor authentication (MFA

they wor't be able to sign in as you.

Multi-Factor Authentication allows for an additional layer of security for employees, employers, and
Heartland representatives. Multi-Factor Authentication, or MFA, has two available verification
methods - Authenticator App or Text Message (SMS).

e Authenticator App: Such as Authy, Google Authenticator, or Microsoft Authenticator are our
available options for this type of authentication.
o The app will retrieve a code on your device for you to input into the system.

e Text Message (SMS): For this type, the employee will input a device number that accepts text
messaging. When accessing the system, a one-time code will text directly to the device.

MFA Factor: Authenticator App

Select the Authenticator App option, and Continue.

Heartland Choose an authentication method

With multi-factor authentication (MFA), even if someone guesses your password,
they won't be able to sign in as you.

Authenticator App Enabled

(Authy, Goagle Authenticator, etc)
Retrieve codes from an authentication app on your device, like Google

Authenticator. Authy or Microsoft Authenticator.

CONTINUE

Step 1: Download an authenticator app

e There are active links to access each type of authenticator available. Once you have completed
the download and setup of the app account, complete step two.

Step 1: Download an authenticator app
Download and install any authenticator app you prefer on your phone.

® Authy (Mobile / Desktop) ) Microsoft Authenticator (Mobile)

& Google Authenticator (Mobile)

Heartland Payroll Solutions: Rev. 5/31/2024 9
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Step 2: Scan the QR Code or enter the text code directly into the app.

e The right image below is a screen capture of a Google Authenticator. The 6-digit code is set on
a timer located on the right; the codes are time sensitive for entry verification.
e Select the Plus sign to add a new account if you have an existing authenticator account.

= Searchfor accou

Step 2: Scan the QR Code or enter code below

Open the authenticator app and scan the image below using your phone’s camera, 258 034 o
Heartland
B5MN3CWM2L4PACGM4MA 242 746 ¢
762019 e
F

Step 3: Verify your code

e Input the 6 digit code and select Verify.

Step 3: Verify your code

.

Enter the 6-digit verification code generated

want to set up a m VERIFY

MFA Factor: Text Message (SMS)

Add extra secumy wmh M |t| Factor Authentication

Wit ti-factor authenticat L), even if somecne QUEesIes your Sassw
t mu or aUtneEntce Cl 3 en omeo d 5 fau

"].l

g

|’

LT alis Ll sy

GET STARTED

For the Text Message (SMS) MFA option, you will select the Get Started button after creating a new
password.
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Select the Text Message (SMS) option and choose Continue.

Heartland Choose an authentication method

With multi-factor authentication (MFA), even if someone guesses your password,
they won't be able to sign in as you.

Optional
Text Message (SMS) ptiona
@ D (Standard message rates apply)

Receive a text message to your mobile device when signing in.

CONTINUE

Step 1: Input the device telephone number

e This must be a device that can accept SMS [Short Message Service] text messages.
e Input the 10 digit number associated with the device and select Send Code.

Heartland Setup MFA (SMS)

What Phone Number would you like to use?
Enter a phone number below that we can send a code to via SMS to authenticate you.
Country Code

United States (+1) v

Phone Number

877-729-2968

Message and data rates may apply. \

I'want to set up a different method SEND CODE

Step 2: Verify your code

e You will receive a text message from a 5 digit number that will contain your verification code.
e Theimage below is a sample text message.
e Input the code and select Verify.

V
- s

69525 Verify your code
Enter the security code sent to =sessees

Text Message Didn't get a confirmation code? Resend

Use verification code:Ifor oll1{lallz]ls]]s

Heartland authentication.
.
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Once you have selected verify, the home page, like the image below, will appear.

Heartland Heartland Homes
Employee Self Home
Service
"\ Home [
~ . = b 3 .
£ DirectDeposits = Welcome back, Winston Employee
Messages ]_ Hope you are having a great day.
My Profile
Paychecks Active M Action Required
~ oCIVe essages | oCIOﬂ lequire

W-2 Forms

Pending
Transactions

Profile Selection

Logout

Employee Login to Self-Service (after account activation)
Navigate to: https://m.heartlandcheckview.com

Account Login

Email Address

—l User@email.com
Password Forgot your password? @ Show
— Current Password

— T

e User name: Enter your email address associated with the Self-Service access.

e Password: Enter the password you created during the activation process and select Log In.

L

Verify your code

Enter the 6-digit verification code

authenticator app

BERRnn

| Don't ask me again for 45 days on this browser |

e Access the authenticator app or the text message for the 6-digit verification code. Select Verify.
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Employee Navigation

e Paychecks: View your pay stubs as they become available.

o W-2 Forms: View current and past W-2s and 1099s.

e Home: The page you will see when you first log in.

e My Profile: This will display your employee data.

Heartland

Employee Self
Service

A Home
-
=

Direct Deposits
Messages
My Profile
Paychecks

W-2 Forms

Pending
Transactions

Profile Selection

Logout

Paychecks

e Provides a listing of all checks recorded for you in the Heartland system.

Heartland Homes

Home

=

T

Active Messages
s

0

Action Required
) 5

Welcome back, Winston Employee

Hope you are having a great day.

e o view and/or print, select Pay Stub on the right for the desired date.

e You can then either download or print the stub.

Heartland

Employee Self
Service

/‘\ Home
2% Direct Deposits
Messages
My Profile
Paychecks

W-2 Forms

Pending
Transactions

Profile Selection

Logout

Heartland Homes
Paychecks

Wage Information
Type
Auto Hourly

Legal Company
Heartland Homes

( Understanding Your Paycheck )

My Paychecks

Filter @& 05/20/ 07/07/
Date Check
07/07/ V101124517
06/23/ V100507605
06/09/ V99897785

Zero Checks

For

Regular Check

Regular Check

Regular Check

Frequency
Weekly

Rate / Salary
55.0000

Gross
$2,200.00
$2,200.00

$2,200.00

Net Pay

$1,507.10

$1,507.09

$1,507.10

Check Amount

$0.00

$0.00

$0.00

Pay Stub

Pay Stub

Pay Stub

Heartland Payroll Solutions: Rev. 5/31/2024
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W-2 Forms

e Select View PDF on the right for the desired year.
e You can then either download or print the form.

Heartland

Employee Self
Service

Heartland Homes
W-2 Forms

A Home

Tax Information

» Direct Deposits

Fed Filing State Filing

Single Single or Married With Two or More Incomes
Messages

Fed Exempt State Exempt
My Profile ! !

Location School District

OK0170890 n/a

Paychecks

( W-2 Instructions for Employees )

W-2 Forms

Pending
Transactions
2022 View PDF

Profile Selection

Logout

W-2 Forms

A W-2 tax form shows important
information about the income you've earned from your employer and the amount of taxes withheld
from your paycheck.

Need assistance with Self-Service? You can reset your password on the login screen as
needed. If you cannot reset your password or get locked out of your account, contact your
employer’s payroll department. For security purposes, the Payroll Specialists at Heartland cannot
speak with employees directly.
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